
  

Hello all. We hope this newsletter finds you well. We are receiving lots of reports of 
criminals targeting people to charge them for one of the three current coronavirus 
vaccines. Communication is being made via the telephone (landline and mobile), 
email and text messages (SMS) all with the aim of eliciting a payment. 

The vaccine is free to all and you will never be asked to share payment 
information. Text messages and emails will ask you to click on a link which will take 
you through to a fraudulent NHS website where you will be asked to put in payment 
details either to pay for the vaccine or to confirm your identity. If you receive a 
communication like this, text messages should be forwarded to 7726 and emails 
should be forwarded to report@phishing.gov.uk 

The NHS will never: 

• Ask for your bank account or card details 

• Ask for your PIN or banking passwords 

• Arrive unannounced at your home to administer the vaccine 

• Ask for documentation to prove your identity, such as passport or utility bills 

If in doubt, hang up or close the door, do not respond, and report it to Action Fraud 
on 0300 123 2040. 

  

  

 Following the ‘Outstanding Prevention Initiative’ award that Scam Marshals won in 

December, media requests have been coming in asking to speak to Scam Marshals. 

Thomas from Scotland was interviewed by the Daily Mail’s Money Mail section and 

spoke so well about how the Scam Marshals scheme has helped him become more 

resilient to scams, empowering him to take a stand against scams.  

 

The full article can be viewed online at the Daily Mail website.  

 

Exert from the article: 

Tips from 'Scam Marshals' such as Thomas led to more than 389,000 scam letters 

being intercepted in the past year — saving victims and authorities more than 

£22million.  

 

If you would like to be contacted regarding press interviews, please contact the team 

using the freepost address or by filling out the contact form on the website below.  
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One of our Scam Marshals has been in touch and would like to share with you 

some of the things to look out for when trying to find love online. Please 

remember to be careful when using the internet, not everyone is who they say they 

are.  

Please do not be put off, here are some of the things to look out for: 

1. If it sounds too good to be true, it probably is. A seemingly perfect photo - the 

photos are usually much more interesting than someone trying to take a picture of 

themselves or a poor-quality photo from a holiday snapshot. Please note photos may 

also be fakes and obtained from unknowing victims. 

2. The conversation doesn’t seem to match the profile. The profile may show 

images and information of one person, but the way they type their messages doesn’t 

match. You may find that the quality of the English language changes and 

deteriorates, or it never matched in the first place. 

3. They will ask you to move the conversation to another means of 

communication. The criminal will converse only for a short time on the dating site 

before requesting you to switch to an alternative means of communication such as 

‘Hangout’ or ‘WhatsApp’.  

4. They share stories of unwell relatives, being stuck abroad, or being in the 

military. These are often the biggest red flags for somebody planning to scam you 

on a dating site. Once they start the conversation around these topics, it usually 

ends in them requiring money to help their situation.  

If you notice any of these red flags, report the user’s profile on the dating website 
and block all contact to them. Remember - don’t fall for a criminal.  

The Investigation team are currently looking into people who have paid for or have 

white goods insurance, plumbing and drainage insurance, warranty extensions or 

service plans following a phone call. Criminals are using ‘victims lists’ to contact 

individuals to sell them these such plans which either never materialise or aren’t 

worth the paper they’re written on.  

If you think you are or have been a ‘customer’ of one of these plans, please contact 

us using the freepost address, email adam.carter@surreycc.gov.uk or the contact 

form on the website below. 

Romance fraud 

  

 

Can you help our Investigators? 

  

 

For more information on the 

team and our initiatives, 

please visit our website.  

If you would like to withdraw 

from the Scam Marshal 

scheme, please write to the 

address at the bottom of 

each page. 
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